IMNAMATKA JJIA YHALIUXCA
OBIIUE ITPABUJIA HUHTEPHETA

BaxHo nomHuth, 4TO0 B MHTEpHETE €CTh CBOM NpaBW/ia W TPAHULIBI, CBOU
«HEJIB341!», «OCTOPOXHO!», MOXHO!»:

HEJIb3!

1. Bcem moapsa cooOmiaTh CBOIO YacTHYH HHGpOpMaIuio (HACTOSIIIUE WM,
dbamunuro, tenedoH, aapec, HOMEp IIKOJIbI, a Takke Qororpaduu CBOU, CBOEH
CEMBbH U Apy3ei).

2. OTKpBIBaTh BJIOKEHHbIE (DAWIbl 3JIEKTPOHHOW IMOYTHI, KOT/Ia HE 3HAClIb
OTIPABUTENS.

3. 'pyOuth, nmpuanpaThecs, OKa3blBaTh JABJIEHUE — BECTH c€0s HEBEKIIUBO U
arpecCuBHO.

4. He pacnopsikaiicss JeHbramMu TBOEH ceMbU 03 pas3pelieHus CTapliux -
BCET/la CIpalluBai pOJAUTEIICH;

5. He BcTpeuarica ¢ IHTepHET-3HAKOMBIMU B PEAJIbHOM KU3HU - ITIOCOBETYNUCS
CO B3pPOCJIBIM, KOTOPOMY J1I0BEPSIEILIb.

OCTOPOXKHO!

1. He Bce numyT npasay. Yuraens o cebe Henpasay B HTepHeTe — cooO1u
00 3TOM CBOMM POJMTEISIM WU OTIEKYHAM.

2. [lpurnamaroT nepenuchBaTLCS, UTpaTh, OOMEHUBATHCS - MPOBEPH, HET JIH
0/IBOXaA.

3. HezakonHoe kommupoBanue (aitsioB B IHTEpHETE — BOPOBCTRBO.

4. Becerna pacckasbiBail B3pOCIbIM O MPoOJIeMax B CETH - OHU BCET/Ia TOMOTYT.

5. Ucrions3yii HaCTpoHKU 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTHI B COLICETAX U JPYTUX NOpTAIAX.

MOXKHO!

1. YBaxkall ApYrUx MOJIb30BATEIICH.

2. [lonp3yembest MHTEpHET-UCTOYHUKOM - JI€JIal CCBUIKY Ha HETO.
3. OTKpbIBall TOJIBKO T€ CCHUJIKH, B KOTOPBIX YBEPEH.

4. O6maThCs 3a TOMOIIIBIO KO B3POCIIBIM.



BE3OINIACHOE IOBEJAEHHUE B UHTEPHETE

C KaXXIIbIM TOZIOM MOJIOJIC’KU B UHTEPHETE CTAHOBUTKLCS OOJIbIIIE, A IIKOJIbHUKU
OJHA M3 CaMbIX AaKTHUBHBIX mNojb3oBarener PyHera. Mexnay tem, IOMUMO
OTPOMHOTO KOJIMYE€CTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMBbL. DTa MaMsTKa
JIOJDKHA TOMOYb TeOe 0€3011acHO HaXOUTHCS B CETH.

KOMIIBIOTEHPBIE BUPYCBI

KommbroTepHblii BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX MPOrpaMM,
OTJINYUTETLHOW OCOOEHHOCTHIO KOTOPOM SIBIIIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO.
B ponosiHeHue K 3TOMY, BUPYChl MOT'YT MOBPEAUTH WA MOJHOCTHIO YHUUTOXKHUTh
Bce (haiiibl U JJaHHbBIC, IOJIKOHTPOJIBHBIC TI0JIB30BATEII0, OT UMEHH KOTOPOTro Obliia
3amylleHa 3apak€HHas NporpaMma, a TakKe MOBPEIUTh WU JIaKE YHUUYTOKHUTh
OTIEPAIIMOHHYI0 CUCTEMY CO BceMmu daiiiamu B 11e0oM. B OOnbIIMHCTBE ciydaeB
pacpoCTPaHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToibl 3a1IUTHI OT BPEAOHOCHBIX ITPOTrpamMM:

1. Ucnionb3yil COBPEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHD 3aIUTHI OT BPEIOHOCHBIX IPOTPaAMM.

2. [loctossHHO ~ ycTaHaBnuBai matun (M@pPOBBIE 3arUIaTKHA, KOTOPHIC
ABTOMATUYECKU YCTAaHABJIMBAIOTCS C IEJIbIO JOPAOOTKU TMPOTpaMMbl) U JIPyTHE
OOHOBJIEHUS CBOEH OIEpaIlMOHHOMN cucTeMbl. CKauMBail UX TOJIBKO ¢ OQUIIMATIBEHOTO
caiita pazpadbotruuka OC. Ecnu cymiecTByeT pekiuM aBTOMaTHYECKOr0 OOHOBIICHHUS,
BKJIFOYH €TO.

3. Paboraii Ha cBoeM KOMIIbIOTEpE II0J MpaBaMH IOJIb30BATENs, a He
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTpaMM
MHCTaJUIMPOBATHCSA HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Ucionb3yl  aHTUBHUPYCHBIE  NpPOTrpaMMHBIE  MPOAYKTHI  M3BECTHBIX
IIPOU3BOAUTENICH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUH JOCTYN K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIULL;

6. Micnionb3yii BHEITHWE HOCUTENU HH(POPMAIINH, TAKHE KaK (IIelKa, TUCK UITH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7.He oTkpbiBaii KoMmbIOTEpHBIC (Dalibl, TOJYYCHHBIE W3 HEHAIEKHBIX
ucTOYHUKOB. Jlaxke Te Qailnbl, KOTOphIE MPUCTAT TBOM 3HAKOMBIN. Jlyunie yTouHu
y HETO0, OTIIPABJISUI JIU OH Te0e uX.

COLIMAJIBHBIE CETU

1. Orpanuyb CIUCOK Apy3eil. Y Te0s B Ipy3baX HE JOJKHO OBITh CTyYalHBIX U
HE3HAKOMBIX JIIOJIEH.

2. 3amumiail CBOIO YacTHYIO kU3Hb. He yka3piBail napoiu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS U IPYTYIO TUIHYIO UH(POpMAIHIO. 3T0YMBITINIEHHUKH MOTYT
MCIIOJIb30BaTh J1ake MH(OpPMaALMIO O TOM, KaK Thl U TBOU POJUTEIU IUIAHUPYETE
MIPOBECTU KAaHUKYJIBI.

3. 3amuniail CBOIO penyTaluio - IEpKU €€ B YHCTOTE U 3ajaBail cebe BOIpoc:
X0Tesl Obl Thl, YTOOBI APYrue MOJIL30BATENM BHUJACIH, YTO Thl 3arpysKaellib?
[Togymaii, mpesxie 4em 4To-TO OMyOJIMKOBATh, HATUCATh U 3arPy3UTh.



4. 30eraii rpynn M TOJb30BaTENEl, TOBOPSIIMX HA S3bIKE HACWIHAA H
HEHABHUCTH, TPU3BIBAIOUIUX K TEM JIEUCTBUSAM, KOTOPbIE HUKOT1a Obl HE 000pHIN
TBOU POJIUTEIIH.

5. Ecau TBI TOBOpHIIB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJIB3YH CBOE
peanbHOE UMS U JPYryI0 JUYHYIO MHGOpMAIMU: UMS, MECTO >KUTEIbCTBA, MECTO
y4eObl U Mpoyee.

6. 36erait pazmemenus ¢ororpaduit B MaTEepHETE, T/I€ ThI M300paKEeH Ha
MECTHOCTH, 110 KOTOPOX MOKHO OIIPENEIIUTH TBOE MECTOIIOJI0KEHHUE.

7. Ilpu peructpanuu B COUUMAIBHONU CETH HEOOXOAUMO HUCIIOIB30BATh CIOKHbBIE
napoJju, COCTOSIIIME U3 OYKB M LIU(PP U C KOJIMYECTBOM 3HAKOB HE MEHee 8.

8. Jlyig colmanbHOW CETH, MOYUTHI U IPYTUX CAUTOB HEOOXOAMMO MCIOIb30BaTh
pasHble naponu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKY MOJIy4aT AOCTY
TOJILKO K OZJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHAS TIOUYTA

DJIEKTPOHHAS TI0YTa — ATO TEXHOJIOTHS U MPEAOCTABISEMBIE €10 YCIYTH 1O
MEPECHUIKE U MOJYUYCHHIO AJIEKTPOHHBIX COOOIIEHUHM, KOTOPhIE pacpeieNsIiOTCs B
KOMITbIOTEpHON ceTu. OOBIYHO JJICKTPOHHBIM TOYTOBBIA SIIUK BBITJISIAT
CIICAYIOIMKUM 00pa30oM: UMsI_TOJIb30BaTEsA(WUMs_JoMeHa. Takke KpoMe mepenadn
IIPOCTOT'0 TEKCTa, UMEETCS BO3MOXKHOCTh MepeaBaTh (paiiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe ¢ AIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh TMpaBWIBHBIM TOYTOBBIM cepBUC. B uHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE IOBEPSIThH TEM,
KOI'0 3HA€Ilb U KTO MEPBBIA B PEUTHHTE.

2. He ykaspiBail B InuHOM mouTe JuuHy0 uMHbopMmanuw. Hanpumep, nydiie
BBIOpATh «MY3bIKAJIbHBIN (haHaT@» uiu «pok2013» BMecTo «Temal3».

3. BoiGepu cioxHbIN 1apostb. JJIg KaXa0ro MOYTOBOTO SIIHKA JOJDKEH OBITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb.

4. Vcniosib3yl  HECKOJIBKO TMOYTOBBIX SIIIUKOB. lIepBeIl IS 4YacTHOM
NEPENUCKHU C aipecaTamMu, KOTOPbIM Thl JOBEPSEUIb. DTO JIEKTPOHHBIM aJpec He
HAJI0 UCTIONB30BaTh MIPH PErUCTpalluy Ha (PopyMax u cailTax;

5. He oTkpwiBail ¢aiinel U apyrue BIOKEHUS B MHUChbMaX JaXXe €CIM OHH
MPUIILIA OT TBOUX Jpy3el. Jlydie yTOYHW y HUX, OTHPABISIIN JIU OHU TeOe ITU
daisr;

6. [Tocre okoHyaHUs pabOTHI HA TOYTOBOM CEPBUCE MEPE] 3aKPHITHEM BKIIAIKH
C caiiToM He 3a0yab HaXKaTh Ha « BRIATHY.

KUBEPBYJIJIMHI
KubepOymmHr —  mpecieloBaHWE  COOOMICHHUSIMH,  COJEpPKAIUMH
OCKOpOJICHHS, arpeccuio, 3aIyTMBaHUE; XyJIUTaHCTBO; COIMaJIbHOE

OOUWKOTHPOBAHME C TIOMOIIBIO PA3TMYHBIX HHTEPHETCEPBUCOB.

OcHOBHbIE COBETHI IO 0OPHOE C KHOEPOYIITUHTOM:

1. He 6pocaiicst B 60i. Jlyummnii cnoco0: mocoBeTOBaThCsl Kak ceOsi BECTU H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHA4ajie YCIOKOUThbCS. Eciu T
HayHElIb OTBEYATh OCKOPOJECHUSIMU HAa OCKOPOJIEHUS, TO TOJBKO elle OoJbIIe



Pa30AOKeIb KOH(MIIUKT.

2. AHOHUMHOCTb B ceTd MHUMas1. CyIIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM.

3.He crout Bectn XynuraHckuil o0Opa3 BUPTyaldbHON Xu3HH. HHTEepHeT
(¢ukcupyer Bce TBOM JEWUCTBHUS U COXpaHSET MX. YJaduThb UX Oyaer KpaiHe
3aTPYAHUTEIBHO.

4. UrHopupyii  eauHW4HbIA  HeratuB. (OJHOPa30Bble  OCKOPOUTEIBHBIE
COO0OIIEHN JTyullle UTHOPpUPOBaTh. OOBIYHO arpeccus NpeKpalaeTcs Ha HayaabHOU
CTaJuu.

5. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTb OJIOKHPOBKM OTIIPAaBKM COOOLIEHUH C
OIPEJIEIICHHBIX aJPECOB.

6. Eciiu 161 cBugeTens kuOepOyminnra. TBou nedcTBUs: BHICTYIUThH MPOTHB
IpeciaenoBaress, IoKa3aTb €My, 4YTO €ro JCHCTBUS OLICHHUBAIOTCA HEraTUBHO,
NOJIIEPXKATh JKEPTBY, KOTOPOM HY)KHA TICHUXOJOTMYECKas IOMOIb, COOOIIUTH
B3pOCIBIM O (paKTE arpeCCUBHOIO MTOBE/ICHUS B CETH.

OHJIAVH WUT'PBI

CoBpeMeHHbBIE OHJIAMH-UTPBI - ITO KPACOUYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHUS,
00bETUHSIONTNE COTHH THICSIY YEJIOBEK 110 BceMy MUpY. MIrpoku UCCISAYIOT TaHHBIH
UM MHp, OOIIAIOTCS APYT C APYTOM, BBITTOIHSIOT 3a/IlaHUs, CPAKAOTCSI C MOHCTPAMHU
U MOJYYarOT OMBIT. 3@ YIOBOJBCTBHE OHU IUIATAT: MOKYMNAKOT AUCK, OIUIAYMBAIOT
a0OHEMEHT UJTU IPUOOPETAIOT KAKHE-TO OIIIIHH.

Bce st cpenctBa uayT Ha NOAJIEPKAHUE U PA3BUTUE UTPHI, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIIMH, BBIITYCKAIOTCS HOBBIC
natau (udpPOBBIE 3aIUTATKY JJIS IPOTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogo0HbIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapOJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AINH OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeaeT cels IUI0XO0 WIM CO3[aeT TeOe HEMmpHUSITHOCTH,
3a0JOKUPYH €ro B CIIHCKE UTPOKOB.

2. [loxanyiicss afMUHHUCTPATOpPaM UIPbl HA IJIOXOE MOBEJIEHHE 3TOr0 UTPOKa,
XKenaTeNbHO MPUIIOKUTh KaKUe-TO JOKa3aTeIbCTBA B BUJE CKPUHOB.

3. He yka3biBaii muunyto nHMOpMaIuio B podaiiie urpsl.

4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE.

5. He ycranaBnuBaii Heo(hUIIMAIBHBIC TATYH ¥ MOJIBI.

6. Mlcnosib3yi CIIOKHBIE U pa3HbIE MMAPOJIU.

7. laxe BO BpeMsi UTPbl HE CTOUT OTKJIKOYATh aHTUBHUpYC. [loka Tkl urpaeus,
TBOW KOMITBIOTEP MOTYT 3apa3UTh.

MDPPOBAA PEITYTALINA

Hudposas penyraius - 3T0 HETraTUBHAS WM MO3UTUBHAS HH(OpMALIMS B CETU
o tebe. Kommpomerupyromniass uHpopmanus pa3MElICHHAs B UHTEPHETE MOXKET
CepbhE3HBIM 00pa30M OTPa3UThCA HA TBOEW peanbHOU >ku3Hu. «[{udposas



penyTanus» - 3T0 TBOM UMHJIK, KOTOPbIA (hopMHUpyeTcss U3 UHPopMaluuu o Tede B
UHTEPHETE.

TBOE MeCTO KUTEILCTBA, Y4eObl, TBO€ (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKAIUIUBAETCS B CETH.

MHorue mnOoAPOCTKUA JETKOMBICIEHHO OTHOCATCS K NyOJUKALMM JTUYHOU
uHpopmaiuu B MHTepHeTe, HE MOHKMMas BO3MOXKHBIX MociuenctBuil. Tol gaxe He
CMOJKEIlb IOTafaThCsi 0 TOM, YTo Qororpadus, pa3mMelieHHas 5 JeT Ha3aj, crajia
MPUYMHON OTKa3za MpUHATH TeOs Ha padoTy. KoMMeHTapuu, pa3menieHue TBOUX
dotorpaduii u Apyrue 1eUcCTBUS MOTYT HE UCUE3HYTh JIa)Ke MOCIIE TOTO, KaK Thl UX
ynanuiib. Thl HE 3Haelllb, KTO COXpaHWI 3Ty WH(GOpMAIMIO, Moraja Jd OHAa B
NOMCKOBBIE CUCTEMbI U COXpAHWJIACh JIM OHA, a TJABHOE: UYTO MOJYyMAaroT O Tehe
OKpYXalollee JII0A1, KOTOpble HAAyT ¥ yBUIAT 3T0. Halitn nundopmanuio MHOTO
JIET CIYCTS CMOKET JII000H - Kak K3 AOOPBIX MOOYXKACHHUM, TaK U C HAMEPEHHEM
OPUYUHUTD BpeJ. ITO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3a1TUTe UGPOBON peMyTallUU:

1. Tlogymaii, nmpexzae yeM 4To-TO MyOJMKOBATh U MepeaaBaTh y cels B Osore
WIH B COLMAJILHOM CETH;

2. B Hactpoiikax npo¢uias yCTaHOBH OrpPaHUYEHHUS HA MPOCMOTP TBOETO
npodUIIs U ero COAEPAKUMOr0, CAeNal ero TOJIbKO «IJis Ipy3eiln;

3. He pasmemaii u He yka3piBail MHGOpMAIIUIO, KOTOpass MOXET KOTro-JIu00
OCKOPOJIATh WIJIU OOUKATh.
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